
HaslerRail’s range of on-board electronics can be interconnected to equip your rail vehicles with a fully 
networked system for data recording, speed sensing, data and energy management and visualisation

Product snapshot
IGW1000 rail vehicle gateway
Train backbone communication
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IGW1000

Flexible, dependable and TSI compliant

The IGW1000 is the latest member of HaslerRail’s gateway family 
and is fully compatible with existing and new TCMS architectures.

IGW1000 enables the continued support for all IGW450 clients 
whilst introducing the option of integrating a powerful gateway 
solution that is fully compatible with the TELOC 4000 data / 
event recorder.

The IGW1000 is designed to satisfy the main  railway standards 
including EN 50155 and EN 50657. Variants that offer WTB 
connections also support UIC 556 for interoperability. A built-in 
redundancy mechanism can be enabled when two IGW1000s 
are coupled in the rail vehicle.

As with all HaslerRail products, an extensive security risk analysis 
was performed to design cyber-resilience into the product 
from the start. As threat agents were identified, potential 
solutions were planned into the design phase. Subsequently, 
fine-tuned and validated countermeasures were developed 
and implemented according to the process and practice 
requirements of IEC 62443.

IGW1000’s housing profile is mechanically compatible with 
the 3U 19” equipment rack for integration alongside the 
comprehensive range of TELOC modules and crash proof 
memory. Compatibility has been extended to include the 
communication technology developed for HaslerRail’s flagship 
data / event recorder. 

The development model and advanced technology seen in 
TELOC 4000 has been integrated into IGW1000 to give a leaner 
and more secure product. Fortification of the device at software 
and hardware levels provides immunity to the most determined 
and advanced cyberattack methods.  Authentication processes 
have been enhanced and a secure concept for software and 
firmware updates has been implemented.

Further to the significant security upgrades, device availability 
has been enhanced through the introduction of dual WTB 
connectors and the option to configure IGW1000s for master/
slave operation.

IGW1000 - front panel 

Observed standards
EN50155:2021 IEC 62443-4-2:2019

EN 50121-3-2:2016 + A1:2019 UIC 556

EN 61373:2010 +AC:2017-09 IEC 61375:2012

EN 45545-2:2020


