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protocol conversion needs.

Gateways are the bridge that allow different network, maybe deployed on a vehicle in a
different time, to interact. HaslerRail offers a full range of products to cover the different

The WTB gateways dynamically adapt WTB communication to the train's changing physical
environment and tunnels communication between different vehicles.

GENERAL INFORMATION

The IGW1000 is the new member of the Hasler Rail IGW
gateway family suited for existing and newly designed TCMS
architecture.

With the new IGW family Hasler have a product that ensures
support to all the IGW450 clients but also defines a new way
of integrating solution with a full compatibility with the TELOC.

The IGW1000 is designed according the relevant railway
standards such as EN50155 and EN50657, it also supports
the UIC556 in the versions with WTB in order to support
interoperability. A redundancy mechanism is available when
two IGW1000 are coupled in the vehicle.

In every Hasler Rail product a specific set of security risk
analysis has been performed in order to design security
on the product from the start. As threat, risk agents are
identified and potential solution has to be a planned in the
design phase during the implementation a set of security
control has to be defined according to process and practice
defined in the IEC62443.

Compliancy to UIC556

Redundancy mechanism available

Secure designed as per IEC 62443-4-1/2

IGW1000 WTB-MVB
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The IGW1000-MVB is a member of HaslerRail AG's IGW family of gateways,
designed according to IEC 61375 and UIC 556.

Mechanical compatibility with the TELOC rack

FFF replacement for IGW450
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MAIN CHARACTERISTICS

Standard product range
Nominal supply voltage [vDC] 24-110

Power consumption

(operating mode) (W 15
WTB distance [m] 860
WTB nodes [quantity] 32
MVB data transmission [Mbps] 1.5
Useful life [years] 20
MTBF [h] 180'000
Weight [kal 1.8
Height [mm] 129.5
Width [mm] 1114
Depth [mm] 174.5

STANDARDS

Our products are fully compliant and type tested according to the following standards:
¢ EN50155:2017 | Railway applications - Electronic equipment used on Rolling Stock
¢ IEC 61375 Ed. 2012 | Electronic railway equipment - Train Communication Network (TCN)
e UIC556 5th Edition, August 2009 | Information transmission in the train (train bus) - General dispositions

o IEC 62443-4-2: 2019 | Security for industrial automation and control systems - Technical Security
requirements for IACS components

© EN 45545-2:2020 - Railway Applications |Fire protection on railway vehicles - Part 2: Requirements for
fire behavior of materials and components

© 2011/65/EU (ROHS) | Restriction of the use of certain hazardous substances (RoHS) in electrical and
electronic devices 2011

© 1907/2006EU (REACH) | Registration , Evaluation , Authorization and Restriction of Chemicals 2006
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PRODUCT HIGHLIGHTS

Improvement

Gateways play a very relevant role in the existing landscape of rolling stock. New trains with advanced
technologies deploys while existing trainset face any type of update to keep the fleet able to fulfill the new
standard and needs of the market.

The design of the IGW1000 has been completed keeping in mind different needs, basically an eye to the past
and the other to the future.The complete compatibility to the IGW450 gives the possibility to our existing
customer to replace without additional effort the existing product with a new one which reflects the status
quo of gateway related technology and standards.

The additional value that the IGW1000 has when it comes to revamping is the perfect integration with another
relevant item for the vehicle operation: the TELOC. While keeping an eye on the past Hasler has introduced the
IGW1000 in the TELOC platform to aim an extended functional set for the future.The new mechanical structure
(19 inch 3U) is available to be integrated in the TELOC rack. As for mechanical the IGW has been integrated in
the TELOC platform in order to extended to range of available communication technology by re-using the one
developed of the Hasler rail EVR The advanced technology and development executed for the TELOC has been
integrated in the IGW in order to have a leaner, more secure product.

Hardening of the system at software and hardware level has been performed throughout the design process:
authentication methods have been enhanced and a secure update concept deployed.The new functional set
doesn't only include security upgrades but improve the availability of the device by introducing a double WTB
connector and more configuration option for the setup of master/slave mode.

A signalling use case

In the lastyear we have faced the need of helping
out customer to interface old locomotive/
vehicle equipped with bus not supported by
the available signaling subsystem. In this case
Hasler has proposed a full solution to integrate
the “old and the new world": |

The existing vehicle network CAN based and the atP —| Teloc
newly installed ATP system are connected to the :
TELOC via the CAN-MVB combined board, the :
IGW1000 installed on the same rack supports :
the intra consist communication via its WTB :
interface. A highly integrated and efficient

solution for ETCS integration on every vehicle.

Consist 2 Consist 1

Teloc External mve CAN
platform supply WTB
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